ActiveX

A security testing methodology

Casaba Security, LLC ( aS'a Ba
www.casabasecurity.com




Table of Contents

1 INTRODUCGTION ...ceuiiiiieeiiiienniiiiennieniessieisssssssssssiesssssssssssssssssssssssssssssssssssssssssssssssssssnssssssnssssssnsssssanssssssnsssssanssns 3
2 TESTING ACTIVEX CONTROLS.....ccevuuiiiiiiiiiiieiiiiiiieitieiiisiiieeseesiiessiteesssssssiessieesssssssssssesssssssssesssessssssssssssseens 3
21 ACTIVIEXCONTROLS ARE NOTNELO. ..ttt tteeetaeaeaeaaateeeessesststsssasssssssa s aaaaeaaaaeaaaaaaaeateteeeeesennsnnnnnnnnnnnnnns 4
3 IDENTIFY ACTIVEX CONTROLS INITIALIZATION AND SCRIPTING SAFETY (SFI AND SFS) ....cccoevvummreririssssssnnnnnns 4
3.1 C L SSIANIPROG Bl ittt et e et e e e e et e e e e e e bt e e e s e e e erte e eabeeeennes 5
3.2 KILLBITS ANBPHOENIBITS . ..ttt e s e e et et et e eeeeeseeeees et b s s 44 e 1o e e e e e e e e e e e e et e e e ee e s nnbebebn b s 6.
4 ENUMERATING THE ACTIVEX CONTROL - INTERROGATION TOOLS......cccotttirmmmnisiiniiinnmmnsssssssinmnsssssssssssssssssnes 6
5 UNDERSTANDING SAME-ORIGIN-POLICY AND SITELOCK .......ccoiitimmmmuniiiiiiienniniiiniieeeneeeisssseesssasssesssesessanes 8
51 Y=o (] [ T T o /TSR 8
5.2 S =IO PPPPPPPPPPPRPPPN 11
6 FUZZING AND INPUT TESTING .....coiitiiiuuniiiiiiiinmmmnssiiniiimesssssssssssismsssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnss 12
7 REPURPOSING THE ACTIVEX CONTROL’S FUNCTIONALITY ...cooiiciinnnreninisissnnnneesssisssssssnnsssssssssssssnnssssssssssssnns 15
7.1 CATEGORYOBJECT CREATION LEADBEMOTE CODE EXBEON.......ccceiiutiieeeeitieeeeeessstnreeessssnneesssnssnsesssnsssnes 15
7.2 CATEGORYJPLOADINEDOWNLOADINGEREATINAND EXECUTING ARBRRFILES. .....ciiiiieieeeeeeeeeeeeeeeeeeieiiienes 15
7.3 CATEGORWIOLATING OR BYPASSSEGURITY ZONES ANDESORIGINPOLICY.....cuvvveeeesiriireeessireeeeeessnsnneaenns 16
8 TARGETTING CODE REVIEWS .......cuuuiiiiiiiiiiiiiiiiieeeeecsssssseseassss s e esaasssss s s s e e saasssssss s e s ssnsssssssssensssnnssssssnnnes 16

9 AUTHOR BIOGRAPHY ...cciiiiiiiiiiinttitiiiiiiinetttesnnnnsseeees s sesssssssnae e s s s ssssssnnssessssssssssnnnassessssssssnnnnesssssssssannnnane 16



ActiveXg security testing methodology

1 Introduction

ActiveX controls, likany other browser plugin, provide a ripe attack surface for the malicious.
Finding an exploitable flaw in a popular control gets MSRC attention at Microsoft, and similar
attention at other large companies.

You' Il someti mes hear hAogeaebXyantth&@OMsubedauntet
ActiveX control is a COM object exposed through scriptable interfaces.

In this short testing article we’'l/| be covering
control. The process goes something like this:

Identifying whether a control is safe for scripting/safe for initialization
Sameorigin-policy

Figuring out how the control works

Progld and CLSID

Kill bits

Methods and parameters

Input testing and fuzzing

Repurposing or logical testing

=A =4 =4 =4 -4 4 -4 4

Tools to interrogate and understand an ActiveX contiattiveX Safety Detailer, OLEView.
Tools for fuzzing input parameters of an ActiveX cortt@OMRaider and AxMan.

We ' | | be usi nHuntmgpSeauritytBags/hich is fecommmended reading to further
your research in this area. You can download companion content:
http://www.microsoft.com/mspress/companion/&/356-2187-X/

2 Testing ActiveX Controls

ActiveX controls are typically native code (e.g. C++) compiled binaries registered with the
Windows @erating system. Through a registration process the ActiveX control is considered
scriptable, meaning that Internet Explorer can load the control and HTML or javascript can
interact with it. Because ActiveX controls run native code in the browser, Hregarve as an
extension to the browser. This can lead to numerous security threats not the least of which

being that the control can bypass I nternet Expl
‘security z-origiepso | iacnyd. '* s a me
As someonetdsi ng ActiveX controls you’'ll want to try

1 Identify if the control is SFI/SFS
T Enumerate the control’'s methods, properties, e
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Understanding samerigin-policy and sitelock

Test the parameters through input fuzzing or otherans

Try to repurpose the methods

Utilize the code (assuming you have access) for targeted code reviews to assist testing

=A =4 =4 =

Prioritization is a common theme when testing software and is no different here. If you only
have a short time to dedicate, then sdear goals for yourself. Before going too much further, |
highly recommend you grab the boblunting SecuritBugs It was written by the Microsoft
Office security test team and includes the most comprehensive coverage of software security
testing and ActiveX controls.

2.1 ActiveX controls are not alone

| don’t fal/l victim to t hebad antheveryonelSHold stvitttat  Act i
browsers because they’'re so insecure and damagir
jump at the chance to slander Internet Explorer, and use the history of ActiveX control

vulnerabilities as fuel for the fire. Mabe t her e’ s some justification t|
almost all modern web browsers allowthipdar t y nati ve code to run i nsi
in reality ActiveX controls aren’t-ngnuch differer

extensionsoraddo n s . Don't | et the marketing fool you i

3 Identify ActiveX Controls initialization and scripting safety
(SFI and SFS)

ActiveX controls are COM objects registered witt

called ‘Astiwb®Encoheyble marked safe for initial
implement the IDispatch or IDispatchEx interfaces. All COM objects can be instantiated in
I nternet Explorer, and | E wil/ guerogu smanre’ tof t he

interact with them through HTML and script unl es
described more iiNFO: How Internet Explorer Determines If ActiveX Controls Are Safe

Once markd SFI/SFS, the control can be manipulated through HTML or javascript in Internet
Explorer.

The programmatic details for determining if an object is marked Safe for Initialization are
described in the KB article above. You can also check the regisexe e GUID value
0C3C50911A4E6EB2701D64BCFD26F9 below corresponds to the CLSID of the control.

[HKEY_CLASSES_ROOTCLSID\
{OC3C509F - 111A- 4E6C- B270- 1D64BCFD26F9}\
Implemented Categories \
{7DD95802 - 9882 - 11CF- 9FA9- 00AA006C42C4}]
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In this case{0C3C509#11A4E6GEB2701D64BCFD26F9} is the CLSID of the COM
object/ActiveX control. The Implemented Catego§e®D95802088211CFIFA9
00AA006C42C4} is a static value that can be applied to any COM object to mark it SFI.

Determining safe for scriptingSFS) can be done programmatically if the control implements
IObjectSafety along with IDispatch or IDispatchEx. You can query this programmatically as
described in the KB article above. Like SFI, a registry key value can be set as well:

[HKEY_CLASSES_ROT CLSID
0C3C509F- 111A- 4E6C- B270- 1D64BCFD26F9}\
Implemented Categories \
{7DD95801 - 9882 - 11CF- 9FA9- 00AA006C42C4}]

Again, in this case, {0C3C50H A4E6EB2701D64BCFD26F9} is the CLSID of the COM
object/ActiveX control. The Implemented Catego§é®D9580-988211CFIFA9
00AA006C42C4} is a static value that can be applied to any COM object to mark it SFS.

AxDetail fromHunting Security Bugshows the SFS/SFI settings, and other egiéinformation,
just pass it the CLSID of the control you want to interrogate:

>AXDetail.exe {0C3C509F - 111A- 4E6C- B270- 1D64BCFD26F9}
ActiveX Safety Detailer Version 1.0. Copyright (c) 2006 Microsoft
Corporation. All Rights Reserved.

CLSID: {0C3C509F - 111A- 4E6C B270- 1D64BCFD26F9}

Module: C: \tools \ Sprocket.ocx

I0bjectSafety call returned E_NOINTERFACE.
Actually Calling interfaces to see what is available.

IPersistPropertyBag is implemented.
IPersistPropertyBag?2 returns E_ NOINTERFACE.
IPersistStorage is impl emented.
IPersistStream returns E_ NOINTERFACE.
IPersistStreaminit is implemented.
IPersistMemory is implemented.

IPersistFile returns E_NOINTERFACE.
IPersistMoniker returns E_NOINTERFACE.
IDispatchEXx returns E_NOINTERFACE.
IDispatch is implemented.

Registry SFS/SFI Component Categorization Analysis:
Component is marked SFl in registry.
Component is marked SFS in registry.

ActiveX Compatibility Flags Analysis:
There are no ActiveX Compatibility flags set.

3.1 CLSID’s and ProglD’s

That ' s al this gomtyautmjght beuvbndexitghow the heck can I find the CLSID of
the control? Great question here area few tips:
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z  Monitor the registry with regmon.exe, from Sysinternals, (or some other installation
monitoring software) while youe installingthe ActiveX control. Then go back and look
for registry writes to CLSID which write a GUID key and subkeys.

z  Look at the HTML and javascript source of the webpage which invokes the ceittrol
will either call it by ProgID or CLSID.

The humarreadable eqivalent of the CLSID, which is in GUID format, is the Progld. Compare
the two below, both of which represent the same ActiveX object:

Z CLSID: {0C3C509FLA4E6CB2701D64BCFD26F9}
Z  Progld:SPROCKET.Control.1

3.2 Kill-bits and Phoenix-bits

[ c | secsiom byarferftioningitwosvays that ActiveX controls are effectively disabled.
You can refer to the Microsoft KB articdow to stop an ActiveX control from running in
Internet Explorerfor the gritty details.

Basically, a kilbit is a registry key setting that tells Internet Explorer not to load the control,
period. If this registry value exists, the control is useless in IE or any otHst &illare
application.

Thephoenixbit (aka AlternateCLSID), is a pointer to a new CLSID for the control. This enables
developers to install an updated control with a safe, new CLSID, and haventhe! still be

usable. IE will see the AlternateCLSID value when the old control is called, and map requests for
theold CLSID to the new one.

Typical bugs or flaws we see around SFI/SFS violations:

|
|
\ I Controls get marked SFI/SFS that were never intended to be. Maybe

| they were marked SFS for internal test passes, but later the SFS settings

| were never removed before release.

\ 1 COM objects that were never marked SFI/SFS still get instantiated in

| Internet Explorer as part of the process to query their interfaces for

| SFI/SFS information! This means a faulty COM object that was never

| intended to be created in IE could actually crash IE. Note that this

| behavior has c¢han g-mgolicy.Morgimfdrrhagon wi t h | E7
| at: Microsoft Internet Explorer can use any COM object

4 Enumerating the ActiveX control - Interrogation Tools

Once you know the CLSID or Progiltd ©fmgdarofcomy r c
checking out its properties, methods, and parameters. A good place to start is with the HTML

that invokes the control and makes it do stuff. If you know the webpage that hosts the control,

you can view the HTML and javascript source tiongs like:

casaga www.casabasecurity.com
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object

CLSID
Classid
ActiveXObject

N N NN

For example, the control could be called through script like:
<script>
fso = new ActiveXObject("Scripting.FileSystemObject");
</script>

Or it could be embedded in the HTML and called with the <object> eleliken

<OBJECT id="Editor" classid="clsid:0C3C509F - 111A- 4E6C- B270-
1D64BCFD26F9" height=300 width=300>
</OBJECT>

Aside from interacting with the control through Internet Explorer, you can use some other tools
which act as similar COM containers. Grab i@¥exexe which installs witWisual Studipand
also with theWindows Server 2003 resource.kit

Oleview.exe queries the interfaces and expands the control to show you the exposed methods,
properties and parameters you' re interested

s OLE/COM Object Viewer.

File ©bject Yiew Help
S| & 1= il
~ @ Spracket Contral
T _D3prockst - {0C3C509F-1114-4EBC-B270-1DB4BCFD 26F 9}
? IConnectionPointContaine . - L - ..
? IData0bject Registry llmplemenlallun Activation | Launch PE[ITIISSIUI’]S} Access Permizsions
? IDispatch CLSID = ~
$ 10l Cache {0C3C509F-111A-4E6C-B270- 1D64BCFDZEFS} [ <no name:] = Sprocket Control 1
ICleContral {0C3C509F-111A-4EEC-B270- 1 DE4BCFD26FT} [AppID] = {0C3C509F-111A-4E6C-B270- 1DE4BCFDZEFS}
? IoleInPlaceactiveCbject Contral =
g IOIeInP.IaceObject Implemented Categories
¢ I0leObject {7DD9SE01-9862-1 1 CF-9FAG-00AAIDEC42C4}
¢ IPerPropertyBrawsing {7DD95802-9882- 1 1CF-SFAS-00AAN0ECH2C4}
9 IPersist Inprocierver3z [ <no names] = Ciitools\BUGEYC~+1Sprocket, oo
IPers!stMemory InprocServer3z [ThreadingModel] = Apartment
? IPersistPropertyBag MiscStatus = 0
? IPersistStarage 1 = 197009
g [PersistStreamlnic ProglD = SPROCKET Contral, 1
9 IP’OV!dECIaSSI”FD - ToolboxBitmap32 = C:\tools|BUGGEYC~1Sprocket. ocx, 1
TProvideclassinfoz TypeLib = {19FE41 AC-6220-47E6-AD01-D7ABFIES5639}
T IGuickactivate Version = 1.0
? ISpecifyPropertyPages ApplD B
g I'—'_”k”DW_” {0C3C509F-111A-4E6C-B270- | DE4BCFD26FS} = Sprackst Contral
¢ DiiewObert SPROCKET. Contral. 1 = Sprocket Contrel
IviewObject2 CLSID = {0C3C509F-111A-4E6C-B270-1 DE4BCFD2EFS}
+ é}z Sprocket Property Page Typelib =
T.fh SrSaniCaruar lace __ e e e e e ]
< >
Ready

It also has an integrated type library viewer which gees an Interface Definition Language
(IDL) file. This is useful from viewing the functionality of the control in one place, and for
building programmatic test harnesses if you want.
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s [TypeLib Yiewer
File  Wiew
Ghlieen | Generated (IDL file (by the OLE-COM Object Wiewer) ~
dispinterface _DSprocket g 1l
---épgnenrstzcnis_ proc < typelib filename: Sprocket . ocx
@ Propetties [
E@ Methods uuid(19FE414C-622D-47E6-4D01-D7ABFIESS63Y),
o Aboutox Ke:{m?n(l'?gé ket ActiveX Control module")
elpstring("Sprocket ActiveX Control module").
M SelectText helpfils( Sprocket hlp").
m Clear helpocontext (000000007,
m Paste custom({DE77BAE4-517C-11D1-A2DA-0000F8773CEY, 100663657),
m ClipboardCopy custon(DE77BAR3-517C-1101-42DA-0000F8773CEY, 11427171467,
m ClpboardPaste custom({DE77BARS-517C-11D1-A2DA-0000F8773CE9, Created by MIDL wersion 6.00.0361 at
Sat Mar 18 13:25:45 2006
m IrwokeRTFEditor 1
m LoadRTF
[#-§ Inherited Interfaces 1 X
- MP% bypedsf long LOMNG_PTR library SprocketLib
SR 4 dispirterface _DSprocketEvents ## TLib : #+ TLib : OLE Automation : {00020430-0000-0000-C0O00-000000000046% N
- Inherited Interfaces importlib{"stdole2. tlb"):
=@ coclass Sprocket
-4 _DSprocket ## Forward declare all types defined in this typelib
o | dispinterface _DSprocket:
o _DsprocketEvents dispinterface _DSprocketEvents:
[
uuid (FD949EC4-C?35—-4EDD-B92E-D18ASDCSSD60)
helpstring{ "Dispatch interface for Sprocket Control")
dispinterface _DSprocket {
properties:
[id({0=z00000004), helpstring("property SelectedText")
1
B5TR SelectedText:
[id(0=00000007). helpstring( property HumChars")
1
un=igned long HumChars;
[id{0=00000009), helpstring{'property RTFEditor")
]
< | = BSTR RTFEditor; A
Ready él

Remember, these tools are just to aid you in reviewing the functitynad the control. Two of
your main goals during testing are to a) test the inputs and b) attempt to repurpose the control
to perform malicious actions.

5 Understanding Same-origin-policy and Sitelock

Let’' s get something straight, ActiveX controls ¢
bypass the sameriginpol i cy ( SOP) and concept of ‘“security
confuse you, they' ' re diffedemai conesptisct boh’ bmé
appropriate to discuss them together.

5.1 Sameorigin-policy

Sameoriginpolicyisawelb r owser concept originating with Net
major security feature of all modern welrowsers. SOP enforcestheruldhat * scr i pt

originating from one domain should not be able to read, write, or infer content originating from
another domain.’ This is an incredibly importar
protections on the wild wild web. Just thiakout it, if your browseallowed

http://nottrusted.com to manipulate the content originating frottp://yourbank.foo then you

probably wouldn’t want to do business on the Wetlk
own articl e, fewsnore exanples of thesdraigin-poliey restrictions set forth
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in modern browsers. So if http://microsoft.com is the domain of origin, what would be
considered the same domain, and what different?

2 http://a.microsoft.com would be different (differerfeull Qualified Domain Name
(FQDN) of origin)

Z however there’ s adthe branwser wilhaloy *.raicrosaftcoh t hi s
without hassle (because document.domain can be set to level 2 domaimltial
acceptable clienside mashup).

z  https://microsoft would be different (protocols are different)

2 http://microsoft.com:81 would be different (ports are different)

2z http://live.com would be different (domains are different)

Note this is not the same as I nter maéeshdwx pl or er ' ¢
l ong been an i mportant part of | E’"s security moc
domains into four zones Restricted, Internet, Intranet, and Trusted. Each zone has a default

and customizable set of granular configuration optioRer example, script is allowed to run in

the Internet zone by default, but not in the Restricted zone. As you can imagine, the rules

around ActiveX controls are a little more strict in the Internet zone than they are in the Trusted

zone. The following iage shows a few of these ActiveX control settings from the Internet zone.

Security Settings - Internet Zone u
- e | e B— 2
Settings

I!', Download signed ActiveX controls B
() Disable
(7) Enable (not secure)
Prompt {recommended)

|#| Download unsigned ActiveX controls D

Disable {recommended)
(7) Enable (not secure)
() Prompt
I!', Initialize and script ActiveX controls not marked as safe for =
Disable {recommended)
(7) Enable (not secure)

() Prompt
|#| Only allow approved domains to use ActiveX without prompt
() Disable
Enable
i Dom Artiva¥ ceetrale snd nbodne E
1| T | ,

*Takes effect after you restart Internet Explorer

Reset custom settings
Reset to: ’Medum—hg}'l (default) v] [ Reset... l

casaga www.casabasecurity.com
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| wanted to discuss some general scenarios where SOP comes into action in Internet Explorer,
and others where you’'d think it doesatterbut it (sc¢
more confusing, each browser can implement SOP differently.

Whenarecrossl o main actions all owed by the browser?
article, but a couple of interesting points to note are:

z  Crossdomain form POSTs are actuallypwed, contrary to popular belief.

z2 This means | can host a form bttp://nottrusted.com that POSTs data to
http://microsoft.com or some other domain. This starts to look likerasssite request
forgery (CSRét one-click) attack but also intuitively seems like an SOP violation,
although it’s not.

2 Includingcrosst omai n script files via <script src="f
loads HTML frorhttp://microsoftcoma nd t her e’ s a <script
srcahttp://nottrusted.com/evil.js> reference, the browser allows loading the evil
javascript into the DOM

When <script src="somefile.js”> becomes an issue:

|
|
‘1 I'f you search the web for JSON Hijacki
| techniques people used to exploit JSON response data. It sort of works

| like a CSRF attack but is quite different. Because SOP allows access to

| remote script files in other domainthose script files have access to the

| originating DOM-you probably understand that already. What

| happens when the response from somefile.js is a JSON serialized object?

I The answer is nasty things.

|

|

|

|

|

|

For example, you vidiittp://nottrusted.com which includes <script
src=http://acmebank.foo/ajaxpage?action=getPersonallrfoYour

browser attempts to fetch the script s
with a JSON response, the browser consumes the personal info and

http:// nottrusted.comhas access to it.

Typical bugs or flaws we see around same-origin-policy violations:

policy

1 The control performs HTTP or other network operations (file uploads or
downloads typically) to usezontrollable domains (e.g. domain values
get set through a parameter or property). An attacker can repurpose
the control toupload to or download from arbitrary servers.

I
\ 1 The control performs HTTP requests atadewe | , subverting | E’
|
|
|
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\‘ﬂ The control does the above things, and
from the originating domain. In other words, the control will get

| launched from one domain, and send an HTTP request to another

| domain, ircluding the cookie from the originating domain.

5.2 Sitelock

Sitelock provides a way to restrict which domair
properties, events and parameters. You can download the template for it here:

http://www.microsoft.com/downloads/details.aspx?FamilyID=43CD #&E1E3-45C088D3
ECO9EA7FEFBCB&displaylang=en

NOTE: It might be a good idea to suggest your devedop team implement sitelock or some
form of domain restrictions if appropriate.

Sitelock provides a new interface called 10bjectSafetySiteLock which a control can implement to
enforce a whitelist of domai ns adethilptooamaicht o use tt
because you can download the code and the documentation to see that.

The package also comes with a useful tool called sitelist.exe which will query the
IObjectSafetySiteLock interface to retrieve the list of allowed domains. This igamipio do

for sanity checks. Here' s an example usage:
>sitelist.exe {0C3C509F - 111A- 4E6C- B270- 1D64BCFD26F9}
SiteList: Utility to dump domain list from a site - locked ActiveX

control.

IObjectSafetySiteLock not implemented.

I n this casempliéméoncé&dwabut not it were you'd sece
returned.

Typical bugs or flaws we see here:

Test domains slip through into release builds

The INTRANET domain slips into release builds (this means any site in
the Intranet zone can use th@ntrol)

1 Wildcards are misplaced (e.g. *.microsoft.com might be okay but
*microsoft.com would not be!)

f The |l i st grows over time and doesn’t g

= =
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6 Fuzzing and Input Testing

You can create HTML test files yourself that call the methadgerties, parameters, and
events of the control, and that’s probably a goc
there are some tools you can kick off while you’

| Def ens e’ symxad¥Rrenergrevides a nice Ul for interrogating controls and fuzzing
them. You can in fact do some neat things with this:

scan your system and enunade all SFS objects

load COM and ActiveX binaries directly

use the integrated type library viewer to analyze the exposed methods and parameters
automate the fuzzing process with integrated debugging for exception logging

support for symbols

N N N N N

In addition toactually catching crashes and helping to analyze them with the integrated

debugger, COMRaider will save all test cases as .vbs files which you can use to reproduce any
crash.

casaga www.casabasecurity.com



http://labs.idefense.com/software/fuzzing.php#more_comraider

ActiveX¢ security testing methodology

=’ ComRaider

»' COMRaider Only showing class {0C3C509F-111A-4E6C-B270-1D64BCFD26F9}

COM Servar |CvtoolsBUGEYC1\S procket oy 2 | ¥ Shaow only fuzzable

Class Sprocket
ocket GUID: {@C3CS589F-111A-LEGC-B270-1D64BCFD26F9}
== _DSprocket Humber of Interfaces: 1
..... =& ClipboardCopy Default Interface: D3procket
..... =& |rvokeRTFEditar  (RegKey Safe for Script: True
..... - LoadBTE RegkeySafe for Init: True
.8 MumChars KillBitSet: False

----- =% Pazte

&l RTFEditar
g5 RTFSource
g SelectedText
----- =% SelectText

[Jze right click menu on treeview to generate fuzz files
Mewt >

HD Moore’ s AxMan i s a-estyobrédctiveX cowtrblguitkty. Ithomdsp y ou f uz
up as an HTML page and calls an executable to drive the fuzzing. This tool has helped to identify
numerous memory corruption vulnerabilities which led to MSRC cases.
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ZJ AxMan DEMO Interface - Microsoft Internet Explorer,

File  Edit ‘Wiews Favorites  Tools  Help {?
@Back - & @ @ /h @, Search ‘-?'n" Fawarites @ = = il 3

bt v W A e A R
.ﬂ.ddress| Citoolshaxman-1.0,04hkmlyindes:, html v| GD e

3

AxMan Fuzzing Engine v1.0.0

Start Startindex: [0 | Status: {0000031 D-0000-0000-CO0O-000000000046} (24 of S095)

single oo |{DCSCEDEIF—'I11A—4EEC—EIE?D-'IDE4BCFD28F9}

Fuzzing Options:

O Property Read-Cnly

O Property Read-Wwirite
Property Write Mumeric
Property Write Strings
Property Write Ohbjects
Method Fuzzing

| <

I@ Trying to load 40000031 D-0000-0000-CO00-000000000046} (23)... ® Internet

Of course you can always test inputs yourself, either manually dubding your own tools.

Start out with the HTML. I f you know the contrc
just use the HTML that you know invokes the control. You can get this from the developer

usuall vy, or i f vy o wyouwcangetit froknthe webpade evhicth mitiallylloads e

the control (see earlier section). Having the HTML, or creating it on your own can be very

helpful for input testing, and for repurposing testing.

With just the basic HTML, you can write a littlegseript to automatically invoke the control

and send it the types of inputs you wanhulls, long strings, ints, longs, floats,-bfones, and
format strings like %n%n%n. Unicode characters are also good to try for inputs, and often help
shake out bug in character encodings and conversions.

If you want to really get involved with this, check out each Fuzzing Platfonwhich will
provide you a solid framework from which to build your own fullyteoszable fuzzer.
Experiment with some dhese concepts yourselfthere areplenty of good fuzzing references
out there to assist.
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http://peachfuzz.sourceforge.net/
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7 Repurposing the ActiveX control’s functionality

This section probably deserves the most attention, and likely requiresniibst creative thinking

from the tester. For the most information on this subject | suggest chaptef tt& Hunting

Security Bugbook which walks you through a very technical and deep discussion of repurposing
attacks.

Repurposing is a term meanirdniow can you abuse the logic of the control to use it in ways
that were unintended. The bestwaytounderstant hi' s i s to | ook at some r
group these into different categories since some are similar:

7.1 Category: Object creation leads to remote code execution
Vulnerable controls:
WMI Object Broker ActiveX Vulnerabil{§VE2006-4704)
RDS.Dataspace ActiveX Vulnerabi@yE2006-0003

Description: These two controls exposed methods which could be used to invoke other COM

and ActiveXcontral on t he system. Why' s this bad? Becau
that weren’t mar ked -HtE&ectioraas dell.ilmagice@ivingén by pass ki |
attacker the ability to leverage one method to access any installed COM or ActiveX abject o

your system, the FileSystem object, Mi crosoft Of
power.

7.2 Category: Uploading, downloading, creating, and executing arbitrary files

Vulnerable controls:

WeOnlyDo! SFTP ActiveX con{@VE20061175

First4internet CodeSupport ActiveX contf@VE20053650

Microsoft Log Sink Class ActiveXitrol (CAN20050360

CA2000-12 HHCItrl ActiveX Contr@VE20000207)

Description: T o 0 ohé ¢asenwheretfuhctionality exists that downloads and/or uploads
arbitrary files from and to arbitrary servers.
control can create or even execute any file on t
some rew software which included an ActiveX control that was not sitelock protected. You visit

a webpage that calls the control and uses it to download malware to your system. The site then

uses the control to upload whatever files it wants from your systént. * s i mportant t o r ¢
the impact of allowing any domain to control this behavior, and understand that sitelocking to a

trusted domain would have significantly mitigated the attack.
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http://www.amazon.com/gp/product/073562187X?ie=UTF8&tag=ancicoin-20&linkCode=as2&camp=1789&creative=9325&creativeASIN=073562187X
http://www.amazon.com/gp/product/073562187X?ie=UTF8&tag=ancicoin-20&linkCode=as2&camp=1789&creative=9325&creativeASIN=073562187X
http://www.kb.cert.org/vuls/id/854856
http://www.kb.cert.org/vuls/id/234812
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2006-1175
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2005-3650
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CAN-2005-0360
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2000-0201
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7.3 Category: Violating or bypassing security zones and same-origin-policy

Vulnerable controls:

IE WebBrowseActiveX contro(CVE20040549

IE WebBrowseActiveX contro(CAN-2003-0814)

IE DHTML Editing contr@@ AN2004-1319
Microsoft Windows HTML Help ActiveX conf@AN20041043

Description: These are some of the most scary cases, when a control can be used to read and
modify HTML/DOM content in arbitrary domains outside of the domain used to host the control.
Also, you might see the case where the control can be tsedecute script in an elevated
security zone like Intranet, Trusted, or Local.

8 Targetting code reviews

To wrap things up I 711 just mention the importar
If you have access to the code, you can reviesvakposed methods directly to get an idea of

what they’'re capable of doing. |l " ve found many
repurposing, and sameriginp ol i cy vi ol ations |ike | ’ve descri b

familiar with the soure if you can, and get the developer to talk you through the design and
spec so you can approach the security review withkintdwledge and find the important issues.

If you have any comments or questions please contact me using my information below.
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