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ÅVisual spoofing

ÅText transformation attacks

www.casabasecurity.com

²ƘŀǘΩǎ ǘƘƛǎ ŀōƻǳǘΚ



IUC 33- October 2009 © 2009 Chris Weber

Å²Ƙȅ ȅƻǳ ǎƘƻǳƭŘ ŎŀǊŜ ŀōƻǳǘ ±ƛǎǳŀƭ LƴǘŜƎǊƛǘȅΧ

ïBranding

ïIdentity

ïCloud Computing

www.casabasecurity.com

What will you learn?
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ÅGood techniques for finding bugs

ïWeb-apps and clever XSS

ïTest cases for fuzzing

www.casabasecurity.com

What will you learn?
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ÅVisual Spoofing Detection

ÅWatcher

ïMicrosoft SDL recommended tool

ïPassive Web-app testing for free

ïhttp://websecuritytool.codeplex.com/

ÅUnibomber

ïDeterministic auto-pwn XSS testing

www.casabasecurity.com

What about tools?

http://websecuritytool.codeplex.com/
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Can you tell the difference?
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How about now?
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<scr Ķpt >

becomes

<scr i pt>

www.casabasecurity.com

The Transformers
When good input turns bad
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Agenda

www.casabasecurity.com
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ÅUnicode crash course

ÅRoot Causes

ÅAttack Vectors

ÅTools 

ïWatcher

ïUnibomber

www.casabasecurity.com

Unicode Transformations
Agenda



IUC 33- October 2009 © 2009 Chris Weber
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ÅRoot Causes

ÅAttack Vectors
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Unicode Transformations
Agenda



IUC 33- October 2009 © 2009 Chris Weber

ÅGlobalization

ÅOne framework 
for all languages

ÅStorage and 
transmission of text

ÅA large database

www.casabasecurity.com

Unicode Crash Course
What is Unicode
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ÅAll software

ÅAll users

www.casabasecurity.com

Unicode Crash Course
The Unicode Attack Surface
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Unicode Crash Course
Unthinkit
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ÅA large and complex standard

Unicode Crash Course

codepoints
encodings
categorization
normalization
binary properties
case mapping
conversion tables
bi-directionalproperties

canonical mappings
decomposition types
case folding
best-fit mapping
17 planes
private useranges
script blocks

escapings



IUC 33- October 2009 © 2009 Chris Weber

Shift_jis

Gb2312

ISCII

Windows-1252

ISO-8859-1

EBCDIC 037

www.casabasecurity.com

Unicode Crash Course
Code pages and charsets
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ÅUnicode can represent them all

ÅASCII range is preserved

ïU+0000 to U+007F are mapped to ASCII

www.casabasecurity.com

Unicode Crash Course
Ad Infinitum
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ÅUnicode 5.1 uses a 21-bit scalar value with 
space for over 1,100,000 code points:

U+0000to U+10FFFF

www.casabasecurity.com

Unicode Crash Course
Code points
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A = U+0041

Every character has a unique number 

www.casabasecurity.com

Unicode Crash Course
Code Points
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Unicode Crash Course

A
U+0041
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Unicode Crash Course

Ǘ
U+017F
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UTF-8 
ïvariable width 1 to 4 bytes (used to be 6)

UTF-16
ïEndianess
ïVariable width 2 or 4 bytes
ïSurrogate pairs!

UTF-32
ïEndianess
ïFixed width 4 bytes
ïFixed mapping, no algorithms needed

www.casabasecurity.com

Unicode Crash Course
Encodings
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U+FF21 FULLWIDTH LATIN CAPITAL LETTER A

%EF%BC%A1

&#xFF21;

&#65313;

\xEF\xBC\xA1

\uFF21

www.casabasecurity.com

Unicode Crash Course
Encodings and Escape sequences
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ÅUnicode crash course

ÅRoot Causes

ÅAttack Vectors

ÅTools

www.casabasecurity.com

Unicode Transformations
Agenda
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Å Unicode crash course
Å Root Causes
ï±ƛǎǳŀƭ {ǇƻƻŦƛƴƎ ŀƴŘ L5bΩǎ
ï Best-fit mappings
ï Normalization
ï Overlong UTF-8
ï Over-consumption
ï Character substitution
ï Character deletion
ï Casing
ï Buffer overflows
ï Controlling Syntax
ï Charset transformations
ï Charset mismatches

Å Tools

www.casabasecurity.com

Unicode Transformations
Overview
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±ƛǎǳŀƭ {ǇƻƻŦƛƴƎ ŀƴŘ L5bΩǎ

www.casabasecurity.com
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ÅOver 100,000 assigned characters

ÅMany lookalikes within and across scripts

A˽ͥ QȈȎȬ

www.casabasecurity.com

Root Causes
Visual Spoofing
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http://nottrusted.com/idn.php

(In Internet Explorer, go to Tools, Internet 
Options, click Languages, and add Spanish and 

Japanese to the top of the list)

www.casabasecurity.com

Open your Web browser
And follow along

http://nottrusted.com/idn.php
http://nottrusted.com/idn.php
http://nottrusted.com/idn.php
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{ƻƳŜ ōǊƻǿǎŜǊǎ ŀƭƭƻǿ Φ/ha L5bΩǎ 

based on script family

ï(Latin has a big family)

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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Safari

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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Opera

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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Attack Vectors
IDN homograph attacks

www.google.com is not www.gooὠle.com

Latin 
U+0069

Latin
U+0261

gὠ
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ICANN guidelines v2.0

ïInclusion-based

ïScript limitations

ïCharacter limitations

www.casabasecurity.com

Root Causes
The state of International Domain Names

Deny-all default seems to 
be the right concept.

A script can cross many 
blocks.  Even with limited 
ǎŎǊƛǇǘ ŎƘƻƛŎŜǎΣ ǘƘŜǊŜΩǎ 
plenty to choose from.  

Great for domain labels, 
but sub domain labels still 
open to punctuation and  
syntax spoofing.
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ÅDivergent user-agent implementations

ÅLookalikes everywhere

ÅIDNA and Nameprepbased on Unicode 3.2

ï²ŜΩǊŜ ǳǇ ǘƻ ¦ƴƛŎƻŘŜ рΦм όƭŀǊƎŜǊ ǊŜǇŜǊǘƻƛǊŜύ

www.casabasecurity.com

Root Causes
IDN ςǎƻ ǿƘŀǘΩǎ ǘƘŜ ǇǊƻōƭŜƳΚ
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ÅRegistrars still allow

ïConfusables

ïCombining marks

ïSingle, Whole and Mixed-script

ÅwŜƎƛǎǘǊŀǊǎ ŎŀƴΩǘ ŎƻƴǘǊƻƭ

ïSyntax spoofing in sub domain labels

www.casabasecurity.com

Root Causes
The current state of International Domain Names
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IDNA2008

www.casabasecurity.com

Root Causes
The future state of International Domain Names
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ÅIDNA2008 vsIDNA2003

ïIncompatibility

ïSignificant complexity

ÅContext-based use of zero-width

ïDeviations

ÅßLATIN SMALL LETTER SHARP S resolves to different IP 

addresses

ïUpper case DISALLOWED

www.casabasecurity.com

Root Causes
The future state of International Domain Names
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ÅNon-Unicode attacks 

ÅConfusables

ÅInvisibles

ÅProblematic font-rendering

ÅManipulating Combining Marks

ÅBidiand syntax spoofing

www.casabasecurity.com

Attack Vectors
Visual spoofing Vectors
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rn can look like m in certain fonts

www.casabasecurity.com

Attack Vectors
Non-Unicode homograph attacks

www.mullets.com is not www.rnullets.com

Latin 
U+006D

Latin
U+0073 U+006E

http://www.mullets.com/
http://www.rnullets.com/
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Are you using mono-width fonts?

0 and O

1 and l

5 and S

www.casabasecurity.com

Attack Vectors
Non-Unicode homograph attacks
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/ƭŀǎǎƛŎ ƭƻƴƎ ¦w[Ωǎ

http://login.facebook.intvitation.videomessageid -

h048892r39.sessionnfbid.com/home.htm?/disbursements/

www.casabasecurity.com

Attack Vectors
Non-Unicode homograph attacks
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www.Ὃpple.com

κκ !ƭƭ [ŀǘƛƴ ǳǎƛƴƎ [ŀǘƛƴ ǎƳŀƭƭ ƭŜǘǘŜǊ !ƭǇƘŀ Ψὄô

www.fa℅ebook.com

// Mixed Latin/Greek with lunateǎƛƎƳŀ ǎȅƳōƻƭ ΨcΩ

www.ʘʔʩ.com

κκ !ƭƭ /ȅǊƛƭƭƛŎ ΨabcΩ

www.casabasecurity.com

Attack Vectors
Unicode and The Confusables



IUC 33- October 2009 © 2009 Chris Weber

Browsers whitelist .ORG

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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hǘƘŜǊǎ ŘƻƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ōǳǘΧ

www.casabasecurity.com

Attack Vectors
IDN homograph attacks
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Attack Vectors
IDN homograph attacks

www.mozilla.org is not www.mozílla.org

Latin 
U+0069

Latin
U+00ED
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ό¢Ƙƛǎ ŎŀǎŜ ŘƻŜǎƴΩǘ ǿƻǊƪ ŀƴȅƳƻǊŜύ

www.casabasecurity.com

Attack Vectors
IDN Syntax Spoofing with / lookalikes

http:// www.google.com path file?.nottrusted.org

FULLWIDTH SOLIDUS
U+FF0F
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(Normalized to a / U+002F)

www.casabasecurity.com

Attack Vectors
IDN Syntax Spoofing with / lookalikes

http://www. google.com/path/file.nottrusted.org

SOLIDUS
U+002F
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όIƻǿŜǾŜǊ ǇǳƴŎǘǳŀǘƛƻƴ ƴƻǘ ǊŜǉǳƛǊŜŘΧύ

www.casabasecurity.com

Attack Vectors
IDN Syntax Spoofing with / lookalikes

http://www.google.com path file.nottrusted.org 

Katakana No
U+FF89


