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A Visual spoofing
A Text transformation attacks



What will you learn?
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I Branding
i ldentity
I Cloud Computing



What will you learn?

A Good techniques for finding bugs
I Web-apps and clever XSS
I Test cases fduzzing



What about tools?

A Visual Spoofing Detection

A Watcher
I Microsoft SDL recommended tool
I Passive Welapp testing for free
I http://websecuritytool.codeplex.com/

A Unibomber
I Deterministic autgpwn XSS testing



http://websecuritytool.codeplex.com/

Can you tell the difference?

'-" nttp: / /www.google.com/

| + | 'g"l http: / /www.google.com/
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How about now?

File Edit View Histery Bookmarks Window  Help

. [ | | > J [+ |7:’http:ffwww.gﬂ-ogle.comf G] [QT Google

Sp ofle

[ Spoofle Search ][ I'm Feelin Crappy ]

Hi Mom!
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The Transformers
When good input turns bad

<scr Kpt >

becomes
<scr | pt>

IUC 33 October 2009 www.casabasecurity.com

© 2009Chris Weber



Agenda



Unicode Transformations
Agenda

A Unicode crash course
A Root Causes
A Attack Vectors

A Tools
I Watcher
I Unibomber



Unicode Transformations
Agenda

A Unicode crash course
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Unicode Crash Course
What is Unicode

A Globalization

A One framework
for all languages

A Storage and
transmission of text

A A large database
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Unicode Crash Course
The Unicode Attack Surface

A All software
A All users
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Unicode Crash Course
Unthinkit
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Unicode Crash Course
Code pages ancharsets

Shift_jis
Gb2312
ISCII
Windows1252
ISO88591
EBCDIC 037
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Unicode Crash Course
Ad Infinitum

A Unicode can represent them all

A ASCII range is preserved
I U+0000 to U+007F are mapped to ASCII



Unicode Crash Course
Code points

A Unicode 5.1 uses 21-bit scalarvalue with
space for over 1,100,0Gfbde points

U+0000t0 U+10FFFF



Unicode Crash Course
Code Points

A = U+0041

Every character has a unigue number
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Unicode Crash Course

Category: Lu (Letter, Uppercase) _Latin capital letter A

\.

ToLower: U+0061 _ \

W,
\

ToUpper: U+0041

| Decomposition Type: none

~ Mapping: none

.' _. Binary Properties:
Script: Basic Latin / Hext Digit
'- Alphabetic

Lowercase
u+0041 D Start ...
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Unicode Crash Course

Category: LI (Letter, Lowercase) Latin small letter long S

™,

TolLower: U+017F _

~ Decomposition Type: <compat>

ToUpper: U+0053 Mapping: U+0073

Binary Properties:
Alphabetic
Lowercase

U+017F ID Start ...

Script: Latin Extended-A /
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Unicode Crash Course
Encodings

UTF8

I variable widthl to 4 bytes (used to be&)
UTF16

I Endianess

I Variable width2 or 4 bytes

| Surrogate pairs!
UTF32

I Endianess

i Fixed width bytes

I Fixed mapping, no algorithms needed
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Unicode Crash Course
Encodings and Escape sequences

U+FF21 FULLWIDTH LATIN CAPITAL LETTER

%EF%BC%AL
&#xXFF21;
&#65313;
\XERXBQXxA1
\uFF21
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Unicode Transformations
Agenda

A Unicode crash course
A Root Causes

A Attack Vectors

A Tools



Unicode Transformations
Agenda

A Root Causes
A Attack Vectors
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Unicode Transformations
Overview

A Root Causes

+AadzZd f {LR22FAYy3 YR L5bQa
Bestfit mappings
Normalization

Overlong UT8B
Overconsumption
Character substitution
Character deletion
Casing

Buffer overflows
Controlling Syntax
Charset transformations

|
|
|
|
|
|
i
|
|
|
|
I Charset mismatches

IUC 33 October 2009 www.casabasecurity.com © 2009 Chris Weber



+AadzZf {LR2FAYy3I |

IUC 33 October 2009 www.casabasecurity.com © 2009 Chris Weber



Root Causes
Visual Spoofing

A Over 100,000 assigned characters
A Many lookalikeswithin and across scripts

AiQl OO
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Open your Web browser
And follow along

http://nottrusted.com/idn.php

(In Internet Explorer, go to Tools, Internet
Options, clickanguagesand add Spanish and
Japanese to the top of the list)
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http://nottrusted.com/idn.php
http://nottrusted.com/idn.php
http://nottrusted.com/idn.php

Attack Vectors
IDN homograph attacks

[{2YS ONZZAaSNHA
based on script family
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Attack Vectors

IDN homograph attacks_
I. + ‘E http://www.google.com/

Safari

| File Edit View History Bookmarks Window Help

[ | | > J [+ |B http:/www.google.com/ G] [QT Google

Sp ofle

[ Spoofle Search ][ I'm Feelin Crappy ]

Hi Mom!
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Attack Vectors
IDN homograph attacks

Opera | E http:/'www.google.com/

P
o DN Visual Spoofing test - ra LEL

IUC 33 October 2009 www.casabasecurity.com © 2009 Chris Weber



Attack Vectors
IDN homograph attacks

www.google.com isnoiwww. goo wl e. com

‘ Latin Latin
U+0069 U+0261
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Root Causes
The state of International Domain Names

ICANN gUIdEIlneS VZO Denyall default seems to
i Inclusionbased | be the right concept.

I Script limitations
= — \ A script can cross many
I Character limitations blocks. Even with limited

aONR LG OK2AC
plenty to choose from.

(0p])
Q)¢
M

Great for domain labels,
but sub domain labels still
open to punctuation and
syntax spoofing.
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Root Causes
IDNcd 2 ¢KI 0Qa (KS LINROf S

A Divergent usefagent implementations
A Lookalikes everywhere

A IDNA andNameprepbased on Unicode 3.2
i2SQNBE dzLJ 02 ! YAO2RS p o1
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Root Causes
The current state of International Domain Names

A Registrars still allow
I Confusables
I Combining marks
I Single, Whole and Mixeskcript
AwSIAAGNI NBE OF yQiu O2y(
I Syntax spoofing in sub domain labels
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Root Causes
The future state of International Domain Names

IDNA2008



Root Causes
The future state of International Domain Names

A IDNA2008/sIDNA2003
I Incompatibility
I Significant complexity
A Contextbased use of zerwidth

I Deviations

,58 LATIN SMALL LETTER SHARP S resolves to differer
addresses

I Upper case DISALLOWED
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Attack Vectors

Visual spoofing Vectors

A Non-Unicode attacks
A Confusables
A Invisibles

A Prob
A Mani

ematic forfrendering

pulating Combining Marks

A Bidiand syntax spoofing
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Attack Vectors

NonUnicode homograph attacks

rn can look liken In certain fonts

www.mullets.com is notwww.rnullets.com

I[UC 33 October 2009

AN

Latin
U+006D

www.casabasecurity.com

Latin

U+0073 U+006E
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http://www.mullets.com/
http://www.rnullets.com/

Attack Vectors

NonUnicode homograph attacks

Are you using monaidth fonts?
Oand O
1 and |
5and S
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Attack Vectors

NonUnicode homograph attacks
[ fFaaro f2y3 ! w[ Qa

http://login.facebook.intvitation.videomessageid
h048892r39.sessionnfbid.com/home.htm?/disbursements/
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Attack Vectors

Unicode and'he Confusables

www. Oppl e. com
kk ' ff [FOGAY dZAAy® [FGAY

www. fa%webook. com
/| Mixed Latin/Greek witHunatea A A Y| & Y0 2t

www. O? M. com
KK ! ffabd eNAEffAO WY
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Attack Vectors
IDN homograph attacks

http:/'www.mozilla.org/

Browseravhitelist ORG

File Edit View History Bookmarks Tools Help

@ - C 2 ([ |http:ffmwv.mu::zilla.nrg,"

. search mozill=: [N | o
" mozilla.org

Projects Develspers Community Conftribute Foundation Abouwt

] ]
s This is a Spoof
' Firefox & Thunderbird
- Looking for Firefox or Thunderbird? You'll find them and a whole
lot more at Mozilla.com.
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Attack Vectors
IDN homograph attacks

hiKSNA R2y Qi ySOSaal

[ IDN Visual Spoofing test
= C ¢ http//www.mozilla.org/ P O F~

E] Customize Links [ Other bookmarks

-~

—

¢
L sl

. ——— I
mozilla.org

Projects Deverspers Community Contribute Foundation About

Firefox & Thunderbird

Looking for Firefox or Thunderbird? You'll find them and a whole

T orggat Mozgla.com.

1S 1S a Spoof
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Attack Vectors
IDN homograph attacks

www.mozilla.org is notwww.mozilla.org

I[UC 33 October 2009

Latin
U+0069

www.casabasecurity.com

Latin

U+00ED
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Attack Vectors
IDN Syntax Spoofing with / lookalikes

http:// www.google.com path file?.nottrusted.org

N

FULLWIDTH soLiDUs
U+FFOF

Pal

60¢CKAAa OFasS R2SayQi
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Attack Vectors
IDN Syntax Spoofing with / lookalikes

http://www. google.comipath/file.nottrusted.org

N

SOLIDUS
U+002F

(Normalized to a / U+002F)
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Attack Vectors
IDN Syntax Spoofing with / lookalikes

http://www.google.com path file.nottrusted.org

Katakana No
U+FF89

01 29 SOSNJI Lidzy Ol dzI (1 A 2
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